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The information contained herein is proprietary and confidential and cannot be disclosed or
duplicated without the prior written consent of Softphone Srl.

Copyright © 2004-2024 Softphone
About Softphone

Softphone is a leading Contact Center Solutions Developer & System Integrator specialized in
Genesys solutions. With more than ten years of experience in Genesys products, Softphone is
the right partner to tackle any Contact Center Project. Softphone has collaborated with Genesys
Professional Services Network and Genesys University since 2004 delivering services and
training for some of the largest contact center deployments. Softphone contributions include
development of training courses for Genesys University like SIP Server Installation &
Configuration and Gplus Adapter for Hubspot CRM. Our instructors deliver these courses as
well as highly technical training on topics like PID (Genesys SDK). From SAP integration to
contact center optimization, Softphone consultants provide the expertise and quality delivery
needed to efficiently address the rapidly changing needs of customer service.

Notice

Although reasonable effort is made to ensure that the information in this document is complete
and accurate at the time of release, Softphone Srl cannot assume responsibility for any existing
errors. Changes and / or corrections to the information contained in this document may be
incorporated in future versions.

Softphone https://www.softphone.it/
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1 Preface

Welcome to the Genesys Cloud Connector for Hubspot Deployment Guide.

This document describes how to install and configure the components of the Genesys
Cloud Connector.

This preface contains the following sections:

e About the Hubspot CRM
e [ntended Audience

e Document Change History

1.1 Intended Audience

This guide is primarily intended for system administrators or other individuals who install and
configure the Workspace Connector for Hubspot CRM. The guide assumes that:

e You are familiar with concepts related to the Hubspot Enterprise Application
architecture.

e You have a basic understanding of computer-telephony integration (CTl) concepts,
processes, terminology, and applications.

e You have a good understanding of database systems, including the specific database
system that your application uses.

e You have a basic understanding of network design and operation.

e You are familiar with the network configurations used in your enterprise’s computing
environment.

e TCP/IP Internet-working fundamentals including routing and client /server- application
communications via TCP sockets.

1. You have a good knowledge of the Hubspot application development environment.

2. (If you will be modifying the java script file:) You understand js syntax.

Genesys Cloud Connector for Hubspot 4
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2 Overview

The Smart desktop Connector is a Windows desktop application that embeds the Genesys
Cloud Embeddable Framework widget and is responsible to open url on Hubspot with the
specific reference on a customer.

All the logic of the connector is stored inside a javascript file loaded on a Genesys workspace,
and executed at runtime.

The connector calls the Hubspot REST API via the Genesys Cloud Data Actions, that are
deployed along with the javascript file, by Softphone.

Ve

PC Desktop

Softphone Wrapper

Genesys widget
= > 2

¢ -

Bidirectional
communication
between wrapper
and CRM

Browser CRM
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3 Requirements

This chapter outlines the requirements for the Genesys Cloud Connector.

e Genesys Cloud instance
e Genesys Cloud Softphone permission
e Hubspot

e Softphone Smart Desktop Connector

Please review the requirements before you install the Connector.

3.1 Genesys Cloud Instance
To use the Genesys Cloud connector, you need a valid pure cloud instance.
Refer to this link for all the information:

https://help.mypurecloud.com/articles/purecloud-requirements/

3.2 Genesys Cloud Softphone permission
A Softphone integration license is required to use the connector.

There are several different applications, there’s one for each CRM and integration type (client
or embeddable).

For the Hubspot connector, you need to get the permission softphoneGenericCRM.
At this link you can find the listing on the Genesys App Foundry.

Once you have purchased the app to check if the permission is available on your org, go under
Admin > Roles Permissions and open any role.

Then select All Permissions and filter for softphone, you should see the permission:

Role Details Permissions

Show: @ All Permissions (O Assigned Permissions

Permission Description License

softphone]

=) All Assigns all Softphone Generic CRM permissions, Softphone Universal Client for Genesys Cloud
Permissions including any future permissions

) Provides access to the Softphone Universal integration Softphone Universal Client for Genesys Cloud
Agent product

Make sure that the permission is present, and that is associated to the agents.

Genesys Cloud Connector for Hubspot 6
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This permission is mandatory for the use of the connector, without it, you will receive an
unauthorized error when you login on the widget.

If you see on the widget the error “the app you are trying to access redirected too many times”:

& Phone

&, Genesys Cloud

Sorry, Genesys Cloud cannot authenticate
you at this time.

% GENESYS

You need to authorize the application from the Genesys cloud full console.

Navigate to Admin > Integrations > Authorized Applications

Integrations | Authorized Applications

App Name Scope State Roles

softphoneGenericCRM Q 2 Selected ~

softphoneGenericCRM alerting:readanly authorization:readonly m +18 more Approved 0

And approve the softphoneGenericCRM app.

3.3 Hubspot

You need a working Hubspot Sales or Service product.

3.4 Softphone Smart Desktop Connector

The Softphone Smart Desktop Connector must be deployed on all the agents workstation and
has the following requirements:

e 64-bit operating system
e 4 GB RAM minimum (8 GB RAM recommended)

Genesys Cloud Connector for Hubspot 7
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e Dual-core processor

e Windows 11 or Edge Rungime and .net framework 4.8.x+

Genesys Cloud Connector for Hubspot
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4 Deployment

The connector is composed by the following components :

e Genesys Resources

e Smart Desktop Connector
The Genesys Data actions and the javascript file, will be created by the Softphone team.

Admin access to the Genesys Cloud org will be required.

4.1 Genesys Resources
The connector needs the following resources to be created on the Genesys Cloud org :

e Data Actions
e Role
e Workspace

e Ajavascript file

All these resources will be created by the Softphone team, Genesys admin credentials will be
required.

4.1.1 Data Actions

The connector leverages Genesys Integration and data actions to consume the Hubspot REST
Api.

Softphone will create a new Genesys Cloud Data Action integration : Hubspot_Web_Services

Details Configuration Support

O Active

Hubspot_Web_Services
O Uses custom actions to interact with third-party web services.

HubspoLWeb,Semces{

A white rectangular object with a black border Description automatically generated with
medium confidence

And the following Data Actions :

e Hubspot DA GET
e Hubspot DA _POST

Genesys Cloud Connector for Hubspot 9
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e Hubspot DA PUT
e Hubspot DA _PATCH
All v Hubspot_Web_Services o4 Al v
%n Hubspot_DA_GET Published Hubspot_Web_Services [ custom }
= Hubspot_DA_PATCH Published Hubspot_Web_Services [ custom ]
[=}
= Hubspot_DA_POST Published Hubspot_Web._Services
[}
Dn Hubspot_DA_PUT Published Hubspot_Web_Services [ custom }
[=]
A screenshot of a computer Description automatically generated
4.1.2 Role

The role Hubspot_Role will be created by the Softphone team.

This is required the share the permission to use the Genesys Group.

4.1.3 Group

The group Hubspot_Group will be created by the Softphone team.

This Group will be used by the workspace to share permissions.

4.1.4 Workspace

The workspace Hubspot_Workspace will be created by the Softphone team.
The Hubspot_Group will be added in the workspace membership.

The workspace is needed to upload the Softphone javascript file.

4.1.5 Javascript file

The javascript file Hubspot_iwsscript.js will be uploaded by the Softphone team in the
Hubspot_Workspace.

This file will hold the connector flow, and will be downloaded and executed at runtime by the
Smart Desktop Connector, when the agent logs in on the widget.

4.2 Smart Desktop Connector

The smart desktop connector is distributed by Softphone as a zip package.

Genesys Cloud Connector for Hubspot 10
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Once unzipped on the agent workstation, you need to launch it opening the file
SmartDesktopConnector.exe.

Once launched the desktop app can be resized, dragged or docked on the left side of the
screen.

&« C ) https://app.hubspot.com/contacts/22567896/objects/0-1/views/all list A ' m R

Data Quality

X My contacts Unassigned contacts + Add view (3/50)  All views
r- Create date ~ Last activity date ~ Lead status ~ 3= Advanced filters (0) L ]
Q Export Edit
EMAIL PHONE NUMBER CONTACT OWNER PRIMARY COMPANY L
in fddddd test@testtest.com 3838383838 Unassigned
#hn Smith john.smith@email.com +39 345 2607787 nicola di rende (nicola. ¢ Softphone S.rl
irah Thompson nicola.dirende@softphone.it +44 787 461 6346 nicola di rende (nicola.... *_ Softphone S.rl.
lush -Contact anushc.s@servion.com +91 80955-06323 Anush Shetty (anushc.s.
aac Moonroe nicola.dirende@gmail.com +39 334 9089191 Anush Shetty (anushcs.
cola CRM test@test.com - vinod kumar (vinodku. *_ Softphone S.rl.
Available ian Halligan (Sampl. bh@hubspot.com - Unassigned
T >+aria Johnson (Samp emailmaria@hubspot.com Unassigned
< »
1 25 per page ~

A screen shot of a phone Description automatically generated
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5 Genesys Configuration

Once all the Genesys resources are created, you will need to configure the following items :

e Integration > Hubspot Web_Services

e Group > Hubspot_Group

5.1 Hubspot_Web_Services

This Web Services integration must be configured to authenticate properly with Hubspot.

For the authentication it’s required to configure in Genesys the refresh token.

5.1.1 Hubspot Token

To retrieve the refresh token, you need to get a first access token that will be used to generate
the refresh token.

To get an access token, navigate to this url :

https://app-eul.hubspot.com/oauth/authorize?client_id=12a1b146-8c28-475b-
8576-
10cel67ecl71&redirect_uri=http://localhost&scope=crm.schemas.deals.read%20oau
th%20crm.objects.owners.read%20crm.objects.leads.read%20crm.objects.leads.wri
te%20crm.objects.users.read%20tickets%20crm.objects.contacts.write%20crm.sche
mas.custom.read%20crm.objects.custom.read%20crm.objects.custom.write%20crm.ob
jects.companies.read%20crm.lists.read%20settings.users.read%20crm.objects.dea
1s.read%20crm.schemas.contacts.read%20crm.objects.deals.write%20crm.objects.c
ontacts.read%20crm.schemas.companies.read

Then authenticate with your Hubspot credentials and choose your account.

Once the authentication is completed, the browser will redirect to localhost, and will add the
code to the query parameters.

For example :
http://localhost/?code=nal-bd3b-355d-440b-9fbd-c28cf98c559x
In the case above, the access code is nal-bd3b-355d-440b-9fbd-c28cf98c559x

Once the access code is retrieved, you need to make a post request using curl or postman or
any other tool to retrieve the Hubspot refresh token.

Curl example

Genesys Cloud Connector for Hubspot 12
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Following an example using Curl ( replace the code parameter with the access token retrieved
previously, in the example below we are always using the example code nal-bd3b-355d-440b-
9fbd-c28cf98c559x ) :

MAC

curl --location 'https://api.hubapi.com/oauth/vl/token"' \

--header 'content-type: application/x-www-form-urlencoded' \
--data-urlencode 'grant_type=authorization_code' \

--data-urlencode 'code=nal-bd3b-355d-440b-9fbd-c28cf98c559x" \
--data-urlencode 'redirect_uri=http://localhost’ \

--data-urlencode 'client_id=12alb146-8c28-475b-8576-10cel67ecl71" \
--data-urlencode 'client_secret=e6324b47-93dd-4730-97cc-8f0f8cbh08963"'

WINDOWS

curl --location "https://api.hubapi.com/oauth/vl/token" --header "content-
type: application/x-www-form-urlencoded" --data-urlencode
"redirect_uri=http://localhost” --data-urlencode "client id=12a1b146-8c28-
475b-8576-10cel67ecl71" --data-urlencode "client_secret=e6324b47-93dd-4730-
97cc-8f0f8cb08963" --data-urlencode "grant_type=authorization_code" --data-
urlencode "code=nal-bd3b-355d-440b-9fbd-c28cf98c559x"

WINDOWS POWERSHELL

curl --location "https://api.hubapi.com/oauth/v1l/token"
--header "content-type: application/x-www-form-urlencoded"
--data-urlencode "redirect uri=http://localhost” °
--data-urlencode "client id=12alb146-8c28-475b-8576-10cel67ecl71" °
--data-urlencode "client secret=e6324b47-93dd-4730-97cc-8f0f8cbh08963" ~
--data-urlencode "grant_type=authorization_code" °
--data-urlencode "code=nal-bd3b-355d-440b-9fbd-c28cf98c559x"

Postman example

The same request can be submitted using postman :

Genesys Cloud Connector for Hubspot 13
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POST v https://api.hubapi.com/oauth/v1/token
Params Authorization Headers (10) Body Scripts Settings

() none () form-data @ x-www-form-urlencoded () raw () binary () GraphQL

Key Value Description
grant_type authorization_code
code nal-dc16-f13a-444a-8634-e6588ade6047
redirect_uri http://localhost
client_id 12a1b146-8c28-475b-8576-10ce167ec171
client_secret €6324b47-93dd-4730-97cc-8f0f8cb08963
Key Value Description

Hubspot Response
This is the response that Hubspot will return :

{

"token_type": "bearer",

"refresh_token": "nal-9279-XXXX-44d8-ae90-ZZZZZXXXX",

"access_token": "CJISAgZ-
1MxIeQI1NQM18kQEwrAhEACAkIDBkBAQUBHEEBAQMBBKdLGNi34QogueCKFiiiwpILMhSRXD4G83Vm
CZUG4AM2uEFzVnk_B8DpUQINQM18kQEwrAzQAAOCFywIL2gIEGR-KAYsBywHMAeoB6wWHSATAB_QH-
AZQCI1QKWArcCxwLtAvYC-
AL5AvsD_AODBKMEpAS1BKcEqASwWBrEG1ZoFQhRhZgq3AD7wAzbkOfctLhWCpnAC20EoDbmExXUgBaAG
AAalLngihZwAZZZ",

"hub_id": 22567896,

"scopes": [

"crm.objects.owners.read",
"tickets",

"crm.lists.read",
"crm.objects.deals.read",
"crm.schemas.contacts.read",
"crm.schemas.custom.read",
"crm.objects.users.read",
"crm.objects.custom.read",
"crm.schemas.courses.write",
"crm.schemas.deals.read",
"crm.schemas.deals.write",
"crm.objects.custom.write”,
"crm.objects.companies.read",

Genesys Cloud Connector for Hubspot 14
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"crm.objects.deals.write",
"crm.schemas.companies.read",
"oauth",
"settings.users.read"

15

"expires_in": 1800

}

What is needed to configure Genesys is the parameter : refresh_token

5.1.2 Configure Genesys integration

Once the Hubspost refresh token is retrieved, you need to
Hubspot_Web_Services integration.

Access to your Genesys Cloud org with admin role:

e Select Admin > Integrations.

e Open the Hubspot_Web_Services integration

e Click on the Active slide button, to activate the integration
e Click on Configuration > Credentials

e Select Credential Type > User Defined
Then add these properties :

e grant_type > refresh_token

e client_id >12a1b146-8c28-475b-8576-10cel67ecl71

e client_secret > e6324b47-93dd-4730-97cc-8f0f8cb08963
e loginUrl > https://api.hubapi.com/oauth/v1/token

e refresh_token > The refresh token retrieved previously

Then click on Save and Activate

5.1.3 Configure Genesys Data Action

configure

the

Navigate to the Genesys Data Actions and configure the Hubspot_Web_Services (Auth) action

that is related to the Hubpost_Web_Services integration.

Open the data action and then :

e Click on the Slider Viewing Published to enter the edit mode ( on the bottom area )

e Remove the Authorization Header

e Update the Request Body Template with this string :

Genesys Cloud Connector for Hubspot
Ver 3.0.0 Nov 2025
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grant_type=$esc.url("${credentials.grant_type}")&client_id=%$esc.url("${creden
tials.client_id}")&client_secret=%$esc.url("${credentials.client_secret}")&ref
resh_token=$esc.url("${credentials.refresh_token}")

e Click on Save and Publish
5.1.4 Test the Data Action
To test that everything is working fine, open the data action Hubspot_DA_GET, and then :

e C(lick on Setup > Test
e Url > https://api.hubapi.com/crm/v3/objects/contacts

e Click on Run Test

You should see the list of the contacts for your org.

5.2 Hubspot_Group

You need to assign all the agents that will use the Smart Desktop Connector, to the
Hubspot_Group.

Access to your Genesys Cloud org with admin role:

e Select Admin > Groups

e Select Hubspot_Group

e In the membership tab, click on Edit on the right side
e Select the person to add and click on +

e Repeat the process for all the agents that will use the connector
5.3 Email Address

To have the relationship between Genesys and Hubspot profile, we need to store on Genesys
Cloud the email address used on the Hubspot portal for the login. If the email used on Hubspot
it is the same of the email used on GC to create the Genesys account, you do not need to do
nothing. If not, you need to define on Genesys Cloud a new work email field, with the
procedure below:

Genesys Cloud Connector for Hubspot 16
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1. Select;the profile.icon

Crrerna€

() Busy Softphone

() Away

() Break N

() Meal

- & What's on your mind?
B () Meeting

A

A Q4 Nophane selected Select Phone >
M Activate Queves

Out of Office Preferences Logout
Grou
Official Social

Hubspot_Group

Nicola Dirende Softphor®@

Available
[

% ”
» 2. Select "Edit"
act Information m/
Owned Main Email

nicola.dirende@softphone.it

\ @D Off Queue

@ View Public Profile

Official Social

Hubspot_Group

1. Press the button to
add a new work email

Available
[

Nicola Dirende Softphor@

o6 "hats onyour mind .

o

+ Add new section

Contact Information ==

_ 2. Write the email
address of the login
used on Hubspot portal

Owned
Main Email
nicola. dirende@softphone. it
Work Email

nicola.dirende@hubspat_account.com

3. Save
4

Genesys Cloud Connector for Hubspot
Ver 3.0.0 Nov 2025
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6 Hubspot Configuration ( Optional )

If you want to store the Genesys interaction information inside the Ticket, you will need to add
some custom field on the object.

If you want to see these additional information you will also need to add a new Card in the

Ticket layout.

6.1 Add Custom Fields

To add a field to the ticket : - From your hubspot account select CRM > Tickets - Select Actions >
Edit properties - Click on Create Property - Input the property label and the internal name and
the Field Type - Click on Create

These are the fields that must be added :

Label

Api Name

Type

Description

Interaction ID

gc_interaction_id

Single-Line Text

The Id of the Genesys
interaction

Queue gC_queue Single-Line Text The Genesys queue

Interaction Detail gc_interaction_detail | Rich text The link to the
Genesys interaction
detail page

Duration gc_duration Number The duration of the
interaction

Wrapup gc_wrapup Single-Line Text The disposition code

selected by the agent

Total ACD Duration gc_total _acd_duratio | Number The total duration of
n the interaction in ACD

Total IVR Duration gc_total_ivr_duration | Number The total duration of
the interaction in IVR

Disposition Duration gc_disposition_durati | Number The time spent to

on

select the wrapup

Direction

gc_direction

Single-Line Text

The direction of the
interaction

Genesys Cloud Connector for Hubspot
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6.2 Add Ul Card

To change the layout of the Ticket to show the additional information, you will need to change

the Ticket layout.

e Open any ticket and select Customize Records

e Click on the Default View

e Click on Add Cards

e Select Create card

e Select property list

e In Card title set Genesys

e Inthe properties section add all the custom fields from the previous paragraph

e Click on Save

Genesys Cloud Connector for Hubspot
Ver 3.0.0 Nov 2025
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7 Appendix A — Out-of-the-box use cases

In this chapter are described use cases provided out-of-the-box with the Connector.
In other words, the Workflows are executed for any specific scenario.

e No Autologin is available for Hubspot (see the single sign-on guide for Genesys Cloud)
e Voice (Inbound)

o Search Contact based on phone number "ANI". We can also search the company
associate with the contact found

o Automatic Task creation and a default description. If the Contact is found, it will
be automatically associated with the Entity. We can also associate the task to the
company

o The Contactld (in attach-data name: CONTACT_ID) and Taskld (in attach-data
name: ACTIVITY_ID) will be added on the current Interaction. This information is
useful in the transfer scenario; indeed, the second agent can receive the
information already created

o Screen pop on the Hubspot Contact/Company with associated Task

o When the MarkDone call is performed, the task will be update with the
information about duration, wrap-up code and queue of the interaction

e Voice (Outbound)
o Identify Contact.

The Connector checks if the "CONTACT_ID" attach-data is present; otherwise, the Contact
search is based on the telephone number "ANI".

The "CONTACT_ID" attach-data is available when a call starts from the ClickToCall feature.
e Automatic Task creation and a default description. If the Contact is found, it will be

automatically associated with the Entity.

e The Contactld (in attach-data name: CONTACT _ID) and Taskld (in attach-data name:
ACTIVITY_ID) will be added on the current Interaction. This information is useful in the
transfer scenario; indeed, the second agent can receive the information already created.

e Screen pop on the Hubspot Contact/Company with associated Task

e When the MarkDone call is performed, the task will be update with the information
about duration, wrap-up code and queue of the interaction

e Email (Inbound)

o Contact search based on the email address.

Genesys Cloud Connector for Hubspot 20
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Automatic Task creation. If the Contact is found, it will be automatically
associated with the Task

The Contactld and Taskld will be added to the current interaction.
Screen pop on the Hubspot Contact/Company with associated Task

When the MarkDone call is performed, the task will be update with the
information about duration, wrap-up code and queue of the interaction

e Chat (Inbound)

©)

o

Contact search based on the email address.

Automatic Task creation with. If the Contact is found, it will be automatically
associated with the Task.

The Contactld and Taskld will be added to the current interaction.
Screen pop on the Contact/Company entity.

When the MarkDone call is performed, the task will be update with the
information about duration, wrap-up code and queue of the interaction

Genesys Cloud Connector for Hubspot
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